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Intrusion detection of industrial control system based on PSOGSA
feedforward neural network
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(! College of Information Engineering, Beijing Institute of Petrochemical Technology, Beijing 102617, China;
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Abstract: Aiming at the increasingly serious safety situation of industrial control system (ICS) in petrochemical
industry, a forward neural network (FNNPSOGSA) based on particle swarm optimization (PSO) and universal
gravitation search algorithm (GSA) is proposed to solve the problem of intrusion detection. A hybrid algorithm
based on PSO and GSA is proposed by using the global optimization ability of GSA and the fast local convergence
of PSO. PSOGSA is used as a new training method of FNNs to study the effectiveness of FNNPSOGSA model in
practical engineering application scenarios. By comparing the FNNPSOGSA prediction results with the FNNPSO,
FNNGSA and the improved FRGNN (K-NN) and FRGNN (Naive Bayes) prediction results in the reference
literature, the results show that PSOGSA is feasible in training FNNs and has higher prediction accuracy and more
generalization ability. The algorithm is applied to attack prediction in intrusion detection of industrial control
system (ICS), and simulation study is carried out using industrial intrusion detection standard data set. The results
show that the algorithm can achieve very good results in intrusion detection of industrial control systems.

Key words: neural network; optimization; algorithm; particle swarm optimization; gravitational search algorithm;

industrial control system

2018-10-22 Y EIHIF, 2018-10-30 I RS . Received date: 2018-10-22.

BRA: BEB. 8—1EE: A (1982—), &, i+, §lFdz. Corresponding author: ZHAO Guoxin, zhaoguoxin@bipt.edu.cn

EEWH: ERAREAREESTE (61304217, 21703013, 61702040); Foundation item: supported by the National Natural Science Foundation
e B R B ERRAA TR E (CIT&TCD201704048). of China (61304217, 21703013, 61702040) and the Cultivation Plan of

Young Talents in Municipal Colleges and Universities (CIT&TCD201704048).



% S2. 1

www.hgxb.com.cn * 351

5l =

DCS 1 PLC “F#ruizhil 2oy At T
AP ARSI T B, ORISR T AR
R R ] RS+ 4F 1)k e h B AR 2 3L H T
TS, B 5 Il N 4% BRI S A S DA AN
FREELL B, BRI A A AT 458 1) 3R 40 T I 7 22 4
T Hbkskbk iz, 2010 4E “FEM” (stuxnet))
(R, ik BRI E, Tk 4% 22 48 (industry control
system, ICS) CABEMEEHAEFD, ME “&
X7 (duqu) F1 “KIE” (flame) J5 B N AHLR H L,
5 “RM” JLETER “MZ 7 BidiiE. 2014 4,
Dhifie 55 A58 K Havex DAAN[A] Db Ak B bridhAT
Yoiki, #2016 FOREH] 88 NMAF, HIGHH O
A AT H g8 E K A kAT I A ARy
ARG A I ) A AT ) T4 45 B e e Pk Ria e
JE

TERNBREER) TEE R 2P FB, THEAMZ
I R R A SRR T P, 7 1CS N ARG I A
ERE T, R EIA KRR ENL (SVMD,
P, Nader 2553 T —FhEET Lp U0
L REVLY SCADA RENBRMEAL. SCHR[6]
X Modbus JHIRPML T, £/ SVM M AR
R R AT T RAF IR o SCHIR 718 T Bt i
PSO 5%, HRAMAL SVM NZ K32 88 1 S 5L,
T PSO-SVM LIENZATIMHELEL I AT | R4F
IR o SCHR 814 th T B R M & ML 1)
PSO-OCSVM [ Tk A% RGN RIS i%, @it
5 BIOUE T LA R . TBEE T EALE AR IA
Wr 2, Rl s )2 B, 7R ICS A=
For il I T, AR A SR TR,
A AT FH o 28 D 288 i e N AR A ) ) A2 AR 5
B,

IEAER, Al 22 N 2% (feedforward neural
networks, FNNs) $5 31 /2 B4 2P FNNs 2N
AT 2%, RGP AR 2N &
ZUER, WE) FNNs 0 DU ST AR ] 2L FAN I 22
ek, SE AT AR R U g A
AL B, E FNNs 225053 /8, HH AR
BIEBAUE M 2 I B AEA G, DUSEELR /MR ZE
SR, TERZHUGILT FNNs USRI A2 R i i
L, MAREFmEM. 1£CHE[14]F$5 H S AL
BOE AW GRS, #E FNNs UIZRid fe e, il
FA T 8 )8 e AR A J7 3 B bk B0 2 — M AT 7

%=, AR k) (simulated annealing, SA), 1t
4322022 (genetic algorithms, GAs), KL THEALIL
#3527 (particle swarm optimization, PSO), Rifl
WP (magnetic optimization algorithm, MOA),
Z 4340 (differential evolution, DE) 25, AR ST
R[30] SA A1 GA A LAY/ J& Al /N O SR %, {H
PIAFAE S SIOE FEAR R A STHR[31-323 5 bL e 7
H 5l )11 E H % (gravitational search algorithm,
GSA) 5 PSO S5 At — e 1 R L Bk, &K
Bl GSA ERMTRAAT —E ML s, H2 GSA K
PR B S IA R, AHECEAGEEE NS 11T PSO
e iff RS SSCGH AR 5 9 A RO S AL S 2
—o BT IR K PSO 5 GSA WRAH T
FNNs, 2 o Tl A% i) 5 48 N\ AR on il e

1 FNNs /-4

FNNSs & FR 45 P 28, o2 N A 28 I 28 1) —F
EREM 2, PP T NN E T4, Bt — 4
A, BB %, HEMEZ, BAMGE S
T MARGW AE, FNNs il {8 4R 2 v 4b
BT R G WL, IR E A AR M AL i e
710 MBI A, KB4 FNNs #5425 ) 2%,
Ho e — BT Mg, HammE 1
B o

hidden layer output layer

input layer

Bl 1 n-h-m [f] FNNs Z5#4 &
Fig.1 FNN with n-h-m structure

WA NAWIEEA {(x,0,),i=1,2,-, N}, Frh
X, =[x %0 0%, || € R BTN i MREA ) n SR
A, n AMNETENG s =[s,5,,5,]1€R"
FoRE I MR R R E R, W AREET S
M 0,=[0,,0,,,0,,] € R" FRF i MEAKI m
e E, m v E T S AN
L1 R RRE

AR LT FNNs [ PR iD SR s, RER



350 W T

¥4k

69 %5

FNNs & — A& I BUE AW 22, F k4
FNNs, & 2 Ftt S g semgon il in (1) Azt
(2) Fiw.

particle(:,:,i) = [W,,B,W,,B,] e))
Wi Wy b Wis Wy b
Wi=|w, wyl|.B=|b ’Wzr =\ Wy Wy |,B, :|:b4:| 2
Wis Was b, Wsg Wsy ’

K2 2-3-2 ) FNNs 454418
Fig.2 FNN with 2-3-2 structure

1.2 BIRMERBFRE

ARSCR A BSE ¥) FNNs FH RO K [, %f
B NBE AT A 5, R R4 TS B
{ERAZAE[0, 1 HIVE B 2 A, BRI R TR A 2

Wl ERH s %L s (3D Fow.

1
= 3)
I+e

BEXTIE 1T Mg Inhalitly, M8 n]
RRN

fs)= /[1 + exp[—[zn:a)[jx[ - Hj]]}j =1,2,7h
i=1

h
0, = Zwkjf(s,)f 0,,k=12,m
j=1

gx)=

“4)

i

B, s, =3 oy — 0, x FoR | M
LN
2 #T PSO 2 GSA W& th & &

2.1 PSO

PSO /& A AR e i, U X S el
AT R AR, B AR BATIC A2 DI RE
R B O RS R TR B R AEE S, T
AU R B 4 TR B U AR 2. . PSO [RIRE T 4
BHJIREN

VIt +1) = () (1) + ey (p! (1) = x7 (1)) + 7, (gl (1) = X7 (1))

(5)
e+ =x () vt +1) (6)

2.2 GSA

GSA & —HAE 2 (RS AT R TR B A AL,
I, IR 2 R A Bl AR R R
HATIRAL . 5] T R B SR (R AAAE S T,
51 JIWAFAE S AEAS SWR 2 [RAF R F Xz 3 Hig
BT ) A S B AR AR B 5 ), TR 1R 1S B R
BRAGPE B R A LG, 23077 1) & A B KR
TIT51A .

BBE— N El HRGE A N AR, IhE R
P IR E RN X =, x,x e x e x), (=1,
2, N), HZFE/EATR, ¢ BZRF j SR i
(151 1T Rom A

M, (1)M, (1)

R =00 0 0) 0

BT i A TR R R EE B T A =N
R, (1) =[[X,(0). %, (1) ®)
T d 4ezsah, mlhadE s (9) HEAE AR
T i W5 S F0,
Fl(0)= 3 nF () ©

AR 3 L FEE bR B SR T BN

m(t) — fz(t) _fworsl(t)

l fbest (t) - -fwors( (t)

can (100, RARX D PRl A E£R
ElVZL -8

(10)

_ Nmi(t)
Z:]:mj(t)
i 52 B F AR 1 51 J34E F 2 7= AR
W, MR 7E d dEAE ) F RIS R g R HAE
M58 RERtE, HEAWT
o (=2

M, (1)
R — ORGSR, RAE S A B s
KEEHRT i PR E, R AR
{v,.d (t+1)=ry!(1)+a(2)

x(e+1)=x! () +v! (1+1)

M, (1) (11

(12)

(13)

2.3 PSOGSA
FIFH GSA &[4/ TF-LEE A PSO el kL

FHEIMC IR 215 B AT HRBE T4 i, A SCHR

H T 3T PSO Ml GSA HIR A AL PSOGSA.

Wrizsh R mt (14) Fir.

Vi +1) = v (0) +a (6) + ey (p () —x (1) +

&l (Paes () = X! (1)) (14)

X+ =x1 () +v(E+1)




S22

www.hgxb.com.cn

* 353

MIRUE L 0 R (15) FrsmscE & ik
PR T 53R A

W=,

max

o, —o.)
— max min 1 5
T (15)

max

1M PSOGSA HJFEANFRF IR AR 3 Fios.

[t R B3
f

o BeA R IG LA, WU/ M

oA, TOLE % R

l

(5975101 2 80, B 7 e i R ZER

[V B A B, AR T
|

K3 PSOGSA FLiAL A
Fig.3 PSOGSA algorithm flow chart

2.4 F PSO. GSA F1 PSOGSA 3k&jl%Z FNNs

¥ PSO. GSA Al PSOGSA iz [l #1/1)Il 2k FNNs
o, HRIFEMEREMNEMNREAS, B
fE FNNs b 45 0 [ 5 10 5752 T ook 42 w0
FEE, A HIFR2Z N FNNPSO. FNNGSA Al
FNNPSOGSA. A 7 #&il" FNNPSO. FNNGSA #i
FNNPSOGSA TRl AL, 85 E X — N1 BT R 4
JePFAl FNNPSO. FNNGSA A1 FNNPSOGSA [fi&
NiRE, SERERE (B R ARMT

E =Y (of-dY (16)
i=l1
E=Y 5 (7
k=1 9

L, XA R PR S B 1) AL SCASUARL AT B A )
PRGNS, FUARITNELE 1.1 A i dl, fEX
MR -

3 FRIRAE

NT BAEA SCHE H 1) PSOGSA &y 7E Il 45
FNNs R0, @it TR thanss. —30ek
TR 1 HEEHY iris. wine. glass fll Hayes-Roth #5
HEHE, %3t PSO. GSA 1 PSOGSA HIkillZ:
FNNs, SEEL =732 USCSICH B A0 Tl v 2 1 5
bos —REETR | PAHRMRIREIRE, XAAE
CHEH ) PSOGSA Il FNNs S2Bsr 38, &It
S5 5 SCRR[33)T AR 4R AT L . it X b s
5, B EIE I PRI RIS IE A SCHRE HE ) PSOGSA
7E FNNs 2% 2] W (14 2001

®1 WM MRS

Table 1 Characteristics of experimental data

Dataset name No. of patterns ~ No. of features No. of classes

iris 150 4 3
Hayes-Roth 132 5 3
wine 178 13 3
glass 214 10 7
arrhythmia 452 279 13
Spam-base 4601 57 2
Waveform 5000 40 3
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Table 2 Prediction accuracy of three algorithms
FNNPSOGSA FNNGSA FNNPSO
Dataset name
Min. acc% Max. acc% Avg. acc% Min. acc% Max. acc% Avg. acc% Min. acc% Max. acc% Avg. acc%
iris 98.00 98.67 98.52 93.33 95.33 94.22 95.33 97.33 96.22
Hayes-Roth 65.91 75.76 71.82 47.72 50.76 48.02 46.97 53.03 51.52
wine 98.31. 99.44 98.87 97.75 99.44 98.25 95.50 97.75 96.62
glass 87.85 93.92 90.56 79.91 84.58 81.31 72.43 78.97 74.83
=3 LSS acc IBFRMIFITE R XTEE
Table 3 Comparison of statistical results of acc index in contrast experiment two
FNNPSOGSA FRGNN (K-NN) B FRGNN (Naive Bayes) *%
Dataset
Min. acc% Max. acc%  Avg. acc% Min. acc% Max. acc%  Avg. acc% Min. acc% Max. acc%  Avg. acc%
iris 98.00 98.67 98.52 87.41 96.29 93.04 86.67 97.03 94.00
Waveform 84.20 86.20 85.02 83.60 85.51 84.62 79.26 80.77 79.62
Spam-base 76.07 86.67 79.25 80.96 85.09 82.76 59.10 75.06 61.08
arrhythmia 64.16 68.58 67.70 53.33 56.79 55.20 50.74 60.29 55.23
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Table 4 Form of attack and classification label

Form of attack ~ Label Describe

Normal 0 normal data

NMRI 1 nutshell malicious response injection attack
CMRI 2 complex malicious response injection attack
MSCI 3 malicious state command injection attack
MPCI 4 malicious parameter command injection attack
MFCI 5 malicious function command injection attack

DoS 6 denial of service attack
RECO 7 reconnaissance attack
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Fig.6 MSE convergent curves under different algorithms
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Table 5 Stable MSE and test accuracy

Algorithm MSE Acc/%
FNNPSOGSA 0.140 94.70
FNNGSA 0.186 91.15
FNNPSO 0.198 90.65
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